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https://bounty.ethereum.org/
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https://medium.com/loom-network/how-to-secure-your-smart-contracts-6-solidity-vulnerabilities-and-how-to-avoid-them-part-1-c33048d4d17d
https://medium.com/loom-network/how-to-secure-your-smart-contracts-6-solidity-vulnerabilities-and-how-to-avoid-them-part-1-c33048d4d17d
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https://extropy-io.medium.com/solanas-wormhole-hack-post-mortem-analysis-3b68b9e88e13
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https://mitum-currency-doc.readthedocs.io/en/latest/
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�>)LJXUH��@�6HW�RI�6WDWHV�$IWHU�WKH�3HUIRUPDQFH�RI�6WDWH�7UDQVLWLRQ�)XQFWLRQ� �

�'HSHQGLQJ� �RQ� �WKH� �GHPDQGV�� �RXWSXW� �IXQFWLRQ� � � �PD\� �FKRRVH� �HLWKHU� �WKH� �VXFFHVV� �RU� �IDLOXUH� �RI�
�RSHUDWLRQ��RU�WRNHQ�FRXQW�RI�PRGLILHG�DFFRXQWV�DV�RXWSXW�GDWD��



���

�����&RPSRVLWH�&RQWUDFW�0RGHO�

�>)LJXUH���&RPSRVLWH�&RQWUDFW�0RGHO�6SHFLILFDWLRQ@�

�&RPSRVLWH� �&RQWUDFW� �0RGHO� �&� �FRQVLVWV� �RI� ��� �VHWV� �DQG� ����UHODWLRQV���7KH��VHWV��DUH��VHWV��RI��LQSXWV��
�RXWSXWV�� �XQLW� �PRGHOV� �FRQVWLWXWLQJ� �WKH� �&RPSRVLWH� �&RQWUDFW� �0RGHO� �DQG� �FKLOGUHQ� �&RPSRVLWH�
�&RQWUDFW� �0RGHOV�� ��� �UHODWLRQV� �FRQVLVW� �RI� �PDSSLQJ� �GDWD� �LQSXW� �IURP� �RXWVLGH� �WKH� �&RPSRVLWH�
�&RQWUDFW� �0RGHO� �WR� �LQSXW��RI��LQWHUQDO��FRPSRQHQW��PRGHO���PDSSLQJ��LQSXWV��DQG��RXWSXWV��EHWZHHQ�
�LQWHUQDO� �PRGHOV� �DQG� �PDSSLQJ� �RXWSXW� �RI� �LQWHUQDO� �PRGHO� �DQG� �RXWSXWV� �RI� �&RPSRVLWH� �&RQWUDFW�
�0RGHO��

�7KH� �IROORZLQJ� �LV� �DQ� �H[DPSOH� �RI� �D� �VHFXUHG� �ORDQ� �&RPSRVLWH� �&RQWUDFW� �0RGHO� �WDNLQJ� �1)7� �DV�
�FROODWHUDO��

�>)LJXUH��@�([DPSOH�RI�D�&RPSRVLWH�&RQWUDFW�0RGHO�

�µ1)7�6HFXUHG��/RDQ��&RQWUDFW��0RGHO¶��FRQVLVWV��RI��µ1)7��&RQWUDFW��0RGHO¶��WKDW��UHFHLYHV��1)7��DV�
�LQSXW� �DQG� �KROGV� �1)7� �LQ� �WKH� �FRQWUDFW� �DFFRXQW� �ZLWKLQ� �WKH��PRGHO��DQG��µ6HFXUHG��/RDQ��&RQWUDFW�
�0RGHO¶��WKDW��JHQHUDWHV��D��ORDQ��EDVHG��RQ��WKH��FROODWHUDO���$JDLQ���µ6HFXUHG��/RDQ��&RQWUDFW��0RGHO¶�
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�FRQVLVWV� �RI� �µ&ROODWHUDO� �&RQWUDFW� �0RGHO¶� �WKDW� �JHQHUDWHV� �FROODWHUDO� �VHFXULWLHV� �EDVHG� �RQ� �WKH�
�FROODWHUDO� �DQG� �µ/RDQ� �&RQWUDFW� �0RGHO¶� �WKDW� �GHOLYHUV� �FU\SWRFXUUHQFLHV� �WR� �WKH� �ERUURZHU� �LQ�
�DFFRUGDQFH� �ZLWK� �WKH� �ORDQ� �UHVXOW� �EDVHG� �RQ� �WKH� �FROODWHUDO� �VHFXULWLHV�� �µ1)7� �6HFXUHG� �/RDQ�
�&RQWUDFW�0RGHO¶�LQFOXGHV�LQSXW�DQG�RXWSXW�UHODWLRQV�LQGLFDWHG�E\�DUURZV�LQ�WKH�ILJXUH�DERYH��

�$V� �VKRZQ� �DERYH�� �&RQWUDFW� �0RGHO� �HQDEOHV��FUHDWLQJ��GLYHUVH��&RPSRVLWH��&RQWUDFW��0RGHOV��WKDW�
�IXOILOOV�PDUNHW�DQG�FXVWRPHU�QHHGV�E\�FRPELQLQJ�VXIILFLHQWO\�YHULILHG�8QLW�&RQWUDFW�0RGHOV��

����)HDWXUHV�RI�3URWRFRQ�&RQWUDFW�0RGHO�
�,Q�WKLV�VHFWLRQ��ZH�ZLOO�OHDUQ�DERXW�WKH�IHDWXUHV�RI�WKH�3URWRFRQ�&RQWUDFW�0RGHO��

�����0RGHO�EDVHG�'HYHORSPHQW�

�6PDUW�FRQWUDFWV�RQ�PDQ\�EORFNFKDLQV�DUH�EXLOW�ZLWK�LQGLYLGXDO��SURJUDPPLQJ�ODQJXDJHV��
�6ROLGLW\�� �5XVW� �DQG� �+DVNHOO� �DUH� �XVHG� �RQ��(WKHUHXP���6RODQD��DQG��&DUGDQR���UHVSHFWLYHO\���'XH��WR�
�WKHVH� �VWUXFWXUDO� �FKDUDFWHULVWLFV�� �DOO� �GHYHORSHUV� �DUH��UHTXLUHG��WR��OHDUQ��WKH��DSSURSULDWH��ODQJXDJH�
�GHVLJQDWHG� �LQ� �HDFK� �EORFNFKDLQ� �WR� �GHYHORS� �VPDUW� �FRQWUDFWV�� �HYHQ� �WKRXJK� �WKH\� �DUH� �VRIWZDUH�
�GHYHORSPHQW��H[SHUWV���8QWLO��WKH��GHYHORSHU��OHDUQV��WKH��FRQFHUQHG��ODQJXDJH��DQG��LV��HTXLSSHG��ZLWK�
�D� �FHUWDLQ� �OHYHO� �RI� �GHYHORSPHQW� �FDSDELOLW\�� �PXOWLSOH� �WULDOV� �DQG� �HUURUV� �DUH� �LQHYLWDEOH�� �'LYHUVH�
�KXPDQ� �HUURUV� �RFFXU� �GXULQJ� �WKLV� �SURFHVV�� �DQG� �UHOLDELOLW\� �LVVXHV� �DQG� �YXOQHUDELOLWLHV� �RFFXU�
�FRQVHTXHQWO\�� �0RVW� �RI� �(WKHUHXP� �VPDUW� �FRQWUDFW� �YXOQHUDELOLWLHV� �PHQWLRQHG� �DERYH� �KDYH�
�RFFXUUHG�LQ�VXFK�SURFHVVHV��

�2Q� �WKH� �RWKHU� �KDQG�� �3URWRFRQ¶V� �PRGHO�EDVHG� �VPDUW� �FRQWUDFW�� �LQ� �RWKHU� �ZRUGV�� �WKH� �&RQWUDFW�
�0RGHO�� �HQDEOHV� �GHYHORSPHQW� �E\� �VWDFNLQJ� �XS� �YHULILHG� �8QLW� �&RQWUDFW� �0RGHOV��DV��FRPSRQHQWV��
�OLNH��PDNLQJ��GLYHUVH��ZRUNV��ZLWK��/HJR��EORFNV���:KHQ��D��QHZ��8QLW��&RQWUDFW��0RGHO��LV��QHHGHG���WKH�
�PRGHO� �FDQ� �EH� �GHYHORSHG� �WR� �EHFRPH� �LQGHSHQGHQW� �IURP� �WKH� �SURJUDPPLQJ� �ODQJXDJH� �WKURXJK�
�GHYHORSPHQW� �E\� �GHILQLQJ� �WKH� �PRGHO¶V� �VSHFLILFDWLRQ�� �VL[� �FRPSRQHQWV��RI���;���<���6��� ��� ��� !������

�)XUWKHUPRUH���LW��FDQ��JUHDWO\��SUHYHQW��WKH��FKDQFH��RI��YXOQHUDELOLW\��IURP��LPPDWXUH��RU��IDXOW\��XVH��RI�
�WKH�SURJUDPPLQJ�ODQJXDJH��

�)RU� �WKH� �&RQWUDFW� �0RGHO� �GHYHORSHG� �LQ� �VXFK� �D� �PDQQHU� �WR� �EH��GLVWULEXWHG��RQ��WKH��EORFNFKDLQ���LW�
�VKDOO� �SDVV� �YHULILFDWLRQ� �DQG� �FRQVHQVXV� �SURFHVV� �E\� �QRGHV� �FRQVWLWXWLQJ� �WKH� �EORFNFKDLQ¶V�
�FRQVHQVXV� �JURXS�� �7KLV� �SUHYHQWV� �LPSUXGHQW� �GLVWULEXWLRQ� �RI� �&RQWUDFW� �0RGHOV� �DQG� �DOORZV��LW��WR�
�VHFXUH��WKH��UHOLDELOLW\��WKURXJK��YHULILFDWLRQ���&RQVHTXHQWO\���UHOLDELOLW\��DQG��VHFXULW\��DUH��HQKDQFHG�
�EHFDXVH�RQO\�VXIILFLHQWO\�YHULILHG�VPDUW�&RQWUDFW�0RGHOV�DUH�GLVWULEXWHG�DQG�DGRSWHG��

�,Q� �(WKHUHXP¶V� �VPDUW��FRQWUDFW���FRQWUDFWV��SHUIRUPLQJ��WKH��VWUXFWXUDOO\��VDPH��IXQFWLRQ��DUH��VWRUHG�
�DQG� �H[HFXWHG� �UHGXQGDQWO\� �LQ� �PXOWLSOH� �EORFNV� �IRU� �HDFK��SURMHFW���+RZHYHU���FRQWUDFWV��UHTXLULQJ�

�����:LWK�D�*8,�HQYLURQPHQW�ZKLFK�ZRXOG�EH�GHYHORSHG�ODWHU��LW�ZRXOG�EHFRPH�DEOH�WR�GHYHORS�&RQWUDFW�0RGHOV�
�ZLWKRXW�VHSDUDWH�SURJUDPPLQJ�ODQJXDJHV��
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�WKH� �VDPH� �IXQFWLRQ� �FDOO� �WKH� �VDPH� �XQLW� �PRGHO� �LQ� �WKH� �&RQWUDFW� �0RGHO� �V\VWHP�� �FRQVHTXHQWO\�
�HQKDQFLQJ� �WKH� �FRPSXWLQJ� �UHVRXUFH� �HIILFLHQF\�� �$ERYH��DOO���LW��FDQ��SUHYHQW��YXOQHUDELOLW\��FDXVHG�
�E\�LPSUXGHQW�KDUGIRUN�RI�FRGHV��

�)XUWKHUPRUH�� �DIWHU� �WKHVH� �8QLW� �&RQWUDFW� �0RGHOV� �DUH� �VXIILFLHQWO\� �GHYHORSHG�� �LW� �LV� �SRVVLEOH� �WR�
�SURYLGH� �PRUH� �FRPSOH[� �VHUYLFHV� �E\� �FRPELQLQJ� �YDULRXV� �IXQFWLRQV� �XVLQJ� �XQLW� �PRGHOV� �WKURXJK�
�SURYLVLRQ�LQ�WKH�IRUP�RI�D�*8,�WRRO��

�%\� �UHDFKLQJ� �WKLV� �OHYHO�� �YDULRXV� �EORFNFKDLQ� �DSSOLFDWLRQ� �IXQFWLRQV� �FDQ� �EH� �VWDEO\� �GHYHORSHG�
�WKURXJK� �*8,� �WRROV� �ZLWKRXW� �JRLQJ� �WKURXJK� �FRPSOH[� �SURJUDPPLQJ�� �7KURXJK� �WKLV� �QHZ�
�GHYHORSPHQW� �PHWKRGRORJ\�� �ZH� �SURSRVH� �D� �VROXWLRQ� �IRU� �WKH� �EORFNFKDLQ� �LQGXVWU\��WKDW��PDNHV��LW�
�HDVLHU�DQG�VDIHU�IRU�SHRSOH�WR�DFFHVV�WKH�EORFNFKDLQ��

�����%DUHPHWDO�

�$QRWKHU� �GLIIHUHQWLDWHG� �IHDWXUH� �RI� �3URWRFRQ� �&RQWUDFW� �0RGHO� �LV� �WKDW� �VPDUW��FRQWUDFW��LV��GLUHFWO\�
�H[HFXWHG� �RQ� �D� �KDUGZDUH� ��%DUHPHWDO�� �ZLWKRXW� �XVLQJ� �D� �YLUWXDO� �PDFKLQH�� �8VXDOO\�� �H[HFXWLQJ� �D�
�VPDUW��FRQWUDFW��RQ��D��EORFNFKDLQ��UHTXLUHV��XVLQJ��D��YLUWXDO��PDFKLQH��VSHFLILHG��E\��HDFK��EORFNFKDLQ��
�%ORFNFKDLQV� �XVH� �WKHLU� �RZQ� �YLUWXDO� �PDFKLQHV�� �VXFK� �DV� �(90� ��(WKHUHXP� �9LUWXDO� �0DFKLQH�� �RI�
�(WKHUHXP���������//90���/RZ��/HYHO��9LUWXDO��0DFKLQH���RI��6RODQD��DQG��.(90���.��(WKHUHXP��9LUWXDO�
�0DFKLQH��RI�&DUGDQR��

�2Q��(WKHUHXP���6RODQD��DQG��&DUGDQR���FRGHV��DUH��ZULWWHQ��DQG��FRPSLOHG��LQ��GLIIHUHQW��VPDUW��FRQWUDFW�
�SURJUDPPLQJ��ODQJXDJHV��RI��HDFK��EORFNFKDLQ���DQG��WKH\��DUH��FRQYHUWHG��LQWR��PDFKLQH��FRGHV��LQ��WKH�
�IRUP��RI��E\WHFRGHV���YLUWXDO��PDFKLQH��LQVWUXFWLRQ����$QG��WKHQ���WKHVH��PDFKLQH��FRGHV��DUH��H[HFXWHG�
�E\� �DQ� �HPXODWRU� �RQ� �HDFK� �YLUWXDO� �PDFKLQH� �LQ� �WKH� �XQLW� �RI� �LQVWUXFWLRQ�� �$V� �LV� �ZHOO� �NQRZQ�� �DQ�
�HPXODWRU��LV��D��VRIWZDUH��WKDW��LPLWDWHV��IXQFWLRQV��RI��D��&38��RSHUDWLRQ��RI��WKH��KDUGZDUH���DQG��XVLQJ�
�DQ�HPXODWRU�LV�PXFK�VORZHU�WKDQ�ZRUNLQJ�ZLWK�DQ�DFWXDO�KDUGZDUH��

�2Q� �WKH� �RWKHU� �KDQG�� �WKH� �FRQWUDFW� �PRGHO� �UXQV� �RQ� �KDUGZDUH� �UDWKHU� �WKDQ� �YLUWXDO� �PDFKLQHV��
�SURYLGLQJ� �EHWWHU� �SHUIRUPDQFH� �WKDQ� �RWKHU� �EORFNFKDLQ� �VPDUW� �FRQWUDFWV�� �6LQFH� �WKH� �&RQWUDFW�
�0RGHO� �GRHV� �QRW� �XVH� �D� �YLUWXDO� �PDFKLQH�� �KDUGZDUH� �SHUIRUPDQFH� �FDQ� �EH� �XWLOL]HG� �DV� �LW� �LV�� �7KLV�
�DORQH�FDQ�GUDPDWLFDOO\�LPSURYH�WKH�SURFHVVLQJ�SRZHU�RI�WKH�EORFNFKDLQ��

�����,QGHSHQGHQFH�RI�3URJUDPPLQJ�/DQJXDJH�

�3URWRFRQ¶V� �&RQWUDFW� �0RGHO� �HQDEOHV� �GHYHORSLQJ� �VPDUW� �FRQWUDFWV� �ZLWKRXW� �GHSHQGHQF\� �RQ� �D�
�SURJUDPPLQJ�ODQJXDJH��

���� �³��(7+(5(80�9,578$/�0$&+,1(��(90��´��KWWSV���HWKHUHXP�RUJ�HQ�GHYHORSHUV�GRFV�HYP�����
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�,I��D��GHYHORSHU��LV��GHYHORSLQJ��D��QHZ��&RQWUDFW��0RGHO���WKH��GHYHORSHU��VKDOO��ILUVW��GHILQH��WKH��PRGHO�
�VSHFLILFDWLRQ����;���<���6��� ��� ��� !���DQG��LPSOHPHQW��LW��ZLWK��D��SUHIHUUHG��SURJUDPPLQJ��ODQJXDJH��LQ�
�DFFRUGDQFH� �ZLWK� �WKH� �GHILQHG� �VSHFLILFDWLRQ�� �'HYHORSHUV� �ZKR� �DUH� �VXIILFLHQWO\� �SURILFLHQW� �LQ� �D�
�SDUWLFXODU� �ODQJXDJH� �ZLOO� �EH� �IDPLOLDU� �ZLWK� �WKH� �FKDUDFWHULVWLFV� �DQG� �VHFXULW\� �SUHFDXWLRQV� �RI� �WKH�
�ODQJXDJH���VR��WKH\��FDQ��LPSOHPHQW��WKH��SURJUDP��PXFK��PRUH��HIILFLHQWO\��DQG��VDIHO\��WKDQ��VWXG\LQJ�
�DQG��GHYHORSLQJ��D��QHZ��ODQJXDJH���7KLV��LV��D��KLJKO\��LPSRUWDQW��IHDWXUH��WKDW��GLIIHUHQWLDWH��3URWRFRQ�
�&RQWUDFW�0RGHO�IURP�RWKHU�VPDUW�FRQWUDFWV�WKDW�UHTXLUH�VSHFLILF�ODQJXDJHV��

����&RQFOXVLRQ�
�$V��PHQWLRQHG��DERYH���D��PDVVLYH��DPRXQW��RI��FDSLWDO��IORZHG��LQWR��1)7��RU��'H)L��SURMHFWV���,Q��WHUPV�
�RI� �GHDOLQJ� �ZLWK� �GLJLWDO��GDWD��DVVHWV��QDWXUH��LQ��EORFNFKDLQ���VHFXULQJ��UHOLDELOLW\��DQG��VDIHW\��LV��WKH�
�WRS� �SULRULW\� �DERYH� �DOO�� �,Q� �WKLV� �FRQWH[W�� �D� �KLJKO\� �VWDEOH� �DQG� �DYDLODEOH� �VHUYLFH� �LV� �UHTXLUHG��
�VSHFLILFDOO\� �D� �VPDUW� �FRQWUDFW� �HQVXULQJ� �VDIHW\� �DJDLQVW� �VHFXULW\� �WKUHDWV�� �LQFOXGLQJ� �KDFNLQJ�
�DWWDFNV��

�3URWRFRQ� �RIIHUV� �WKH� �FRQFHSW� �RI� �&RQWUDFW� �0RGHO� �LQ� �WHUPV� �RI� �UHVSRQGLQJ� �WR� �VXFK� �GHPDQGV��
�$OUHDG\�� �ZH� �KDYH� �VXFFHVVIXOO\� �GHYHORSHG� �PRVW� �RI� �WKH� �IXQFWLRQV� �FXUUHQWO\� �XVHG� �LQ� �WKH�
�EORFNFKDLQ� �LQGXVWU\�� �VXFK� �DV� �WRNHQ� �PRGHOV�� �','� �PRGHOV���GDWD��PRGHOV���DQG��1)7��PRGHOV���E\�
�DSSO\LQJ��PRGHO�EDVHG��VPDUW��FRQWUDFW��GHYHORSPHQW��PHWKRGRORJLHV���$QG��WKH��GHYHORSHG��PRGHOV�
�KDYH� �EHHQ� �WHVWHG� �RQ� �7HVW1HW� �DQG� �DUH� �EHLQJ� �DSSOLHG� �WR� �YDULRXV� �SURMHFWV� �EDVHG� �RQ� �3URWRFRQ�
�QHWZRUNV���:H��ZLOO��NHHS��LQWURGXFLQJ��GLYHUVH��QHZ��IHDWXUHV��ZKLOH��UHIOHFWLQJ��YDULRXV��GHPDQGV��RI�
�LQGXVWULHV�UHTXLULQJ�WKH�EORFNFKDLQ��

�,Q��FRQFOXVLRQ���ZH��SUHVHQW��WKH��3URWRFRQ��&RQWUDFW��0RGHO��DV��DQ��DOWHUQDWLYH��WR��RYHUFRPLQJ��IDWDO�
�GLVDGYDQWDJHV��RI��90�EDVHG��VPDUW��FRQWUDFW���7KLV��ZLOO��SURYLGH��DQ��RSWLPDO��WHFKQLFDO��IRXQGDWLRQ�
�IRU� �SURMHFWV� �UHTXLULQJ� �KLJK� �UHOLDELOLW\�� �IRUWLILHG� �VHFXULW\�� �DQG� �RXWVWDQGLQJ� �SURFHVVLQJ�
�SHUIRUPDQFH��
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�3URMHFW�,QIRUPDWLRQ�

�+RPHSDJH����KWWSV���SURWRFRQ�LR��

�*LWKXE����������KWWSV���JLWKXE�FRP�3URWRFRQ1HW�

�&RQWDFW���������FRQWDFW#SURWRFRQ�LR�
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