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PROTOCON 3

2 EME YEHQl S2X|QI0| ADE HEZE(Smart Contracts)0l| CHS &= Z2ER'9| ‘HE
o
=

DZ2EZRO| ZIEHE (0|5t ZAEHME DEHNS UutNQl SEHQIS| ADIE HEMEQR} RAtSH
HEOE, HESH= ADE HEMEQ| BE 7|52 $805tHA SA|0f 0|2] TS Hetst |22 ADLE
ZE-E gt gh=0|ct 0[2{st 22 T2 WS SEEAQ0 ASEE +~ B2 S8 A|AHN S8
Mu|AQ| A2 (Reliability)®t HOMd(Security)S H&EsH= 7[gr0| FCh sk ZHEME DEHEIR
Z202i 10 7[gte| AOIE HEMES} Ha| 451 E5X|2 AIE HI SH, 7Y 284 Y,

Dok ZHOM T SRS 2442 HBitt
2 gie teus EE*'OH Chet A7Ho CE0] B B U SEHO| chsh AT 0l0fxl= 2FA =
HE X

I
HAlstL, 30 = ME HAMl(specification)S

== o= ] —
sofl ‘UE EH"O 7“°|°H:|' 47“0" Me ZEZE ZHo| EFHSE HYsta, 580ME 2 =19
> -

2.2

2.1 2R g e e E

Model-based systems engineering)*2

7|gte| 7 HH 2 (Model-based Development £2
g 275t AIA-(, B37|, ZARY| §)2

2y
£ SFEE JNBME 52 MY 52 HOHY
et

& uf 52 Mgsts wEo|ct,

Z|2 NFT Z2HEL} C|ufo|(DeFi) Z2HE0| HEHE rﬁlEol AZ0[ Z0IS1 ALt Ol2{et MY g&2
012 PEHOIHM 7tE3Y =2 MH|A FISS 7151 UM, £3], 3 S| 2ot @ =RE QHS
HY #HE = A= M=2 AOE HEMES R—Tléh_'_ ALt &, 0|H2|Z0| MAIZ VM(Virtual
Machine) #Z2C} G eFYA0|1 O M2ld U0 O 28X ADE AEME Jid SHE0] 2t
AIFolct Z2EEQ| ‘ZIEME A2 0|2t 270 Feie = A= Flofet ME[da =2 HetdS
HSsh= MZ2 A0tE ZAEE JHE 20|t

HE g Y BHEAME 2RSS +ofF BME Ssll Felst, o] Folof| R0 7=Vt El=
‘7|22 & (Unit Contract Model)'S 7HEEICE 7|22HS2 dl=ld H 2ordol| st dAs Algdat
&S 7L OlFA 7HEE 7|2 REE Z§st0] g ZEE S + UM, 0|2 Sall M=dat
Hobdo| S E LIyt S8 AA-D ME|AS RS 4= QI

' Z2E2(Protocon)2 ZEEE J|HOR AAR 2L [X|E HHE A55t= U2 ZHE 5H= 2272
ZZHEE Jl2|7|0, PBFT Y12|E1 ADIE ZEMES MEZ Holgt 0l-(Mitum) EEH|QIS 7|gtoz

Stk
2 “Model-based systems engineering for aerospace,”
https://resources.sw.siemens.com/en-US/e-book-model-based-systems-engineering-aerospace.
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2.2 24 7|8t AD[E ZHEME

AOIE ZAEMERLE JHE2 1996 | Xt (Nick Szabo)ol| 2|5l EHY3SH
80 2 7HE0| de| Y2X[A 2l A 7|= o|H2|S(Ethereum)O|2te A2 EHE 4 i Ao|Ct

O|E2|Z2 20154 Z[= O|H2[F HERIAZL 7SS AlRfet o|= 0 eFdxlo= SEAQ HER It
2Y&[1 Act. o|E2|ZS Flo FActn MEst & EEH-L 22)0|E S tREE2| HIH=0] 2tRst UiX|=
MH[A HE S S22 CH20| El= 427t 2dstn Ql= 20| Hisf 0|H2|E HH2 o ey Ho =
2dE[1 7| mWZo, OIHEI o| ¢=3hH|Ql O|C(Ether)= 2X7HX| BIEZ Q0] 0[0] A|7tEH 29(2

A5 2 Xt2|0ig 5t ATt

=28, o222 HERIZoAM ti=2e| siZ Atdo| QI A2 OfL|ch CHEXS= 2016 2
1,500 #22| CtR(The DAO) HET} siZ*=|UCt. Z|Z0l= RLIARH(Uniswap)2t CIZA(dForce)
S Ct==2| C|uto|(DeFi) Z2MEO|AM O|HE[E HER AL 2T E offZo] L/HACt 2G|, 0|26t s
AdE2 o|HZ|Z ol Xi™|e| Z@to| ofL|1 O|EZ|E ADIE ZIEEOS| ZAFho| ofaf 2dst

AASO[Eh= AMAOf| == 2T} QT

C|E|(Solidity)2t= A0S AMESt0] W=, £2[C|E| A0=

olcizlge] Ante ZEHEL B2
OFEE 7HR|T Ylrt S

HEX o2 ofae} 242 6rH 2(o}

1)9H1E Rl
af

=
Haae Mo ZH|

3) E[AEZA| ZX|
4) B2 T4 2
5) Ttof x4 2535} 2
6) £A 27
O|MH O|E2|Z2el ADIE ZIEMET} Hob FopEE 7HX|1 fh= ZHl= ASSHM H7|=2 AL

2018 A7tz Z2 Z&Ichstu(National University of Singapore)2t 21ECHSt
London)?| ARE &sll o2 HERI0AM 38t 4,00071 Ofae| F<F
HAZRACLS O|HE[Z HRLIEIS] B HIRE|0ll= HZAE 0{2] FHUAWSO| XM 2 HE|1 UL,
2% =M, (OS2 2A7|=2

w(University College
5t |:||-E Z1Ez=H E7|-

£S5 IBM 2|MX| HRRS0| KRA(ZEUS)EH= 0|22 grEst =
=Mt 2o Ax HiEE AOIE ZEE S0l of 95%0| Zots AOIE HEMET} SiLt 0|42
FeFES 7KK QICtd ottt ZH|E Of={eh FOFE0| FFE2= Elt= 7| OfLlet, Al +A0lM
EAlE £ F2o 2X| s AI22 0|ofEICh= Hlofl ALY

? Szabo, Nick. "Formalizing and securing relationships on public networks," First Monday, 1997.

4 O Ct2(The DAO) sllZ ArZ1 0| O|H2|Z2 O|C2[E SeA =R st=23 E[YCt

’ “How to Secure Your Smart Contracts: 6 Solidity Vulnerabilities and how to avoid them,”
https://medium.com/loom-network/how-to-secure-your-smart-contracts-6-solidity-vulnerabilities-and-how-to-av
oid-them-part-1-¢33048d4d17d.

634,200 Ethereum Contracts Vulnerable to Hackers, Containing Millions in Ether,”
https://u.today/34200-ethereum-contracts-vulnerable-to-hackers-containing-millions-in-ether.

7 “ETHEREUM Bounty Program,” https://bounty.ethereum.org.

8 Sukrit Kalra et al., “ZEUS: Analyzing Safety of Smart Contracts,” IBM research, 2018.
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|>
=)

tE HAEMEQ| Hoty ZX|= HIT O|E2|Z0l| =ete|X| 4=t £|2 Ci4=2f NFT Z2HEQ} C|ufO

24
Z=HEZE 2FF £2tLt(Solana) =5A219| B2 2AE(Rust)2ts 101E S3ll ADtE ZEMES

JHekstm Qlot 20224 28 29 &gtte] IZARXQ EEIX|(Bridge) AH|A #EO| siZ
39003 29| m[al7t RS =C, s =M 2t sliF= WRITt EX| B2 2{AE ADE ZHEMES

- ZkSte|, 2242 HIo|E =Tt 27Hsstn X
XpAto] NRAMIL AQHI RAMIIXIE HES| ZFLH= S2X|Q10 oM 2HE, 2 2L Ofd,
SE|0lS Cst 8 2 88517| /5t 2Mo 2 oHE0{xl ‘ADME ZHEME7} mta|stn Q7| wj=o|ch,

ol2{st &g JHiMet7| Qs ?2l= ECh eHYXO|D MM e ADE HEMEE XJst=
HHEOR, SZVILL TAIRY| S =2 AEIYH =2 HoHY S o7sl= A|AH Jigo MEE|TD U=
‘e 7|k ik 82’ (Model Based System Engineering)S =2/ Ao =QI5taXt St

DZ2EZO| HEME A2 ‘Cie| HEME T (Unit Contract Model)'zt &y HE=2Y
(Composite Contract Model)’ & 7tX|2 FHo|EICt the| ZAEME DHI2 [ 0|4 ZH £
o
=

DO, B FIEHE DUL SiLt O[N] EHY| HEUE DHS TpHsI0f TS0 L= 2

3.1&e

ry
[m
=
|m
H
I

M=<X, ¥, S, 4, &, u>

- X: a set of inputs

-Y:aset Of Outputs Unit Contract Model
- S: a set of states @

-A:X - S, input transform function i @ i @ N N
h 4

-§:S — S, state transition function

- u: S = Y, output function 1L
[22 1] Ehel HEHE TH YA
cre| HEE D M2 3740 TEtet 70Ol 42 TNEICt
37ief Eete YU=ar £3, 02| RE| MEE LIEMACE HEo| defzt ZHE 45h= H|0|E 2
Ees Zstrt

? “Solana’s Wormhole Hack Post-Mortem Analysis,”
https://extropy-io.medium.com/solanas-wormhole-hack-post-mortem-analysis-3b68b9e88e13.
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HM
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0=
0x
_o'h
H
<2
N
Mo
i~y
(@)
(@)
o
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HM
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‘O HzA ZE2 O]

=
HE3He 52 Q0[N +35H= THe| ZEHE ZHo|Ct

O Al 22| JEIE2 ddE EES ER5tL A= OFIREY EE2 JI+E ¥2= st=

CHlolE 9| Zgholct.

Account Token Account Difference

0xa374 258 0

Oxb28d 27 0

Oxdb8d 102 0
[T 2] O|% A AEiEIE oA

7t4, 072E 0xa374 OA 0xb28d = 25712| EES T&st= QuH0|ME sst=s 22 ¢
EI|0|E1E

x = (0xa374,0xb28d, 25) € X

Of &1, i=itist o4 19| =3 A= Of2fiQt ZTt.

y R 8

Account Token Account Difference
Oxa374 258 -25
0xb28d 27 25
Oxdb8d 102 0

1% “Mitum currency’s documentation,” https:/mitum-currency-doc.readthedocs.io/en/latest/.
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AfEREH B4 60| 48 ZTH= OfeHet 2Tt

Account Token Account Difference

0xa374 233 0

Oxb28d 52 0

Oxdb8&d 102 0

(2] 4] AEtist 314 50| 28 S AefEI
22 34 4k 270] 2l QH0IM £HAT| HT 0 EE WE OffteEC E2 Jt2E S8
S5 0|52 HE £+ ALt
3.2 3N HEAE o
C=<)(/ K {Mi}/ {Cj}l R>

X: a set of inputs

Y: a set of outputs

- {M;}: a set of unit contract models

{C}: a set of composite contract models

- R:< Rxx,Rxy, Ryy >, relations between contract models

Rxx € XX U Xy

k=iorj

Composite Contract Model

where Ryx < U Y x U X Unit Contract Model Unit Contract Model
k=iorj l=iorj > Or > Or > >
Composite Contract Model Composite Contract Model
Ryy: X, - Y®
k=iorj
[02] 5] 8 HEHE DE G|

g ZiEME D ck 470 T Uhe| Bl TRoR TAIE) 7ol Fae gaint 2ol
e, gd2gs Fdsts HeIZEel TE, offl sdZEel TEolct 3719 AYE dZ2E
Q0N U=l HIO[EIE LY AMHEHO| Q202 A FE 27, LR DRt &3S tjHsF=
27, LT 22| St ghdRHo| £ jdsiF= A2 FIEIC
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NFTEHELE HEAHE RE

NFT i =] i = RN .
71AEZE DGl ZAEZE D Hl ZAESE DGl

‘NFT HEE Z1EE RE'2, NFTE 0L 22 L ZAEE O{Ft2E0| NFTE E/5t= '‘NFT
E =

E
HEUE DT, HHE HIZOR (fE2 WAL B (E HEHE DY AYEIC), ChA, ‘B
=

1

4.1 H& [dJHE

Cich 2ZF|Clo| ANE HEMEE "o =202y ANE Sl ZMEICt o629 FLR
£2|ClE|, &eills 2AE, Jt20ies StAZ Z=z2{Y A0S ALEStCt 028t Axz Q15

=
ATEYO MY MEVIEL StEEte ADIE EEZS JHYS| 6l SEXQ B2 XIgE A
7

MEH &S3H0F 5t, JHEXIZ} sl AN E Shastn S &2 WYO| 7S5t [7HK|= o2 4= ¢lo]
CHFsh S of|217F 2HSHA| |, 2t A=l 2X|2t

0{2] A|HERE 747 OHEO|Ct. o243t 2-EoiM
Hob Fofdo| &5t ELt. flolM AZE, O|EE[Z AOIE ZHEMEQ)

#2 1t £0iM S0 Zo|Ct,

=
1=
[m

= ADIE ZEEE, K, Z1E=E AR o|0| HEE T 22
TEAE 5104, OtX| 2|2 =255 0|&510{ Cefet MHdES BE= Aut 20|, tel 2RSS Lt Stit
HOHL7He WAoo = Jlghet &~ QU MER the| ZIEYME HEO| HRst 42, REe HA|, F,<X,Y, S,
A, 6, > 2 04 JHe| LY RAE Ho|sto] JHHsto = T2 A0 ZSHE(X| LA JHUE
UCET F OfL 2}, O|5hALE ZRE T2 21 210{2] AFS2 2 QIS Hot F ok gl AX|= oY
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0|2 e ZEE DHO| Z2RQI0] HHEE7| IhAl, Z2RIQI0| o] IES TA5Hs =S|
AZ 9 Bo| IS AR Eict. o] FEEs HEBE DHUo| TS WX|SID HLE HEAE DU
AZS St MNS HPHEE o 4 0L 2, 25| UST DUS AG5I0] ADE HEHET}
HIZ 2ED2 A2|ATH HoMO| £OFX| Eict

OC{2I20| RIAEH ADLE HEBEL 1 TEY SUSH 7SS 3 ZEYESO| ZZHEYE F=oR
CHeo| 220 HEE|D MYEX|S, HEYE DUME SUsH 752 LR 3t HEAESS SUs
cro| B2 SEEP FO2 HA YEY KNS SN0 ARY 4 It 2oUErt DS BEus
SIS 0] W2 Ot FS WX 4 Qlr

Cf Lfop7} of2{3t Erel DHS0| F25| HLE T LIT 0IHS GUI HEKZ HIZ3H0Y, GUI £2 B8
Cst TS ES FESH0] HOt SRS MHIAS BHSES St HE JHSSICt O EIIR| 02 ElH
PStet S2R0 S8 7SS SRE T2 IS AHAIX| 94T GUI SBIOR Erel 4 9US Ho|ct,
oo 2 MZS Mt WHES S8 22l= SEH QIS BOt A 12|T HHEPH ABSHEE siats
S50l Ai7fo| £ BojLhnxt it

4.2 H|O{H|Et (Baremetal)

ZZ=EF ZIEME QY| I [HE XEF2 JHHAUS AE3HA| 941 SHE0f(Baremetal)0ijA =17
MliSiCH= HMolct YutdoZ E2X|0l MoM ADIE ZEMEE Malisty| 2siMe 22X €2
Holgt Ztzto| 7HMm{AE AtZsHof StCt 0|H2|282| ZR= EVM (Ethereum Virtual Machine)',
&2tLl= LLVM (Low Level Virtual Machine), 7t2Ct = KEVM (K Ethereum Virtual Machine) &
Zb2E XA SEke| Z7H T A S AL ST,

O|E2|F, &CtLt, 7t2LH: SOIME 2Zte| ANtE HEME =7 Q10|12 AT S 5t Hutels 5t
HIO|E ZE HEHo| MAUIE(ZtMAl QAIAEHM)Z HEto] £ 1, o] HAUIES2 0| =2f|0[E{0]| 2|3
2f2fo| Tt Ao QAESM thelz HMEICE H 28 QAUCIA|Z] ofZ2[0]E = 5= CPU2
SEE 2ZEQ0Z SUILH0] SEAIF|= A2 R, SHESN Atd| = SAIShH= 20l HIst o< =2|ct

gt ZIEE QAR JhYOA 20N 3=l= 20| OfL|Et SEAOMN =E =Dz VMSE
Al8sts Ef SEXQlel ADE ZIEMESO| H|S| EtEE 452 L2ttt & HEHE HAR2
tSmElE MESHK| 850F StES s Mz &8¢ == ALt oA=L 22[= SEAQl9

4.3 =2 7249 210 S&!Y (Independence of Programming Language)

ZRZEFO| DA AEME= m2T2HY A0{9|

O

AL
=4 el

d Gl ADME HEME IS 7155

o
n

rir

12 «“ETHEREUM VIRTUAL MACHINE (EVM),” https://ethereum.org/en/developers/docs/evm/.
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5.2E

M AZSHHZE, 2|2 NFT ZENMEL} C|mto|(DeFi) ZEME| HH Lt F29| XtF0| 20{S11 ULt
SEXQl2 Ak A9 CIXIE HOIHE Ef—?—Ef'— SHM AME[dar oY S &tHsh= 0| THE
FoECH SRQ3IT). 0[2{5 &0l 02 EAOIHM 7tEY =2 MH|A HS0| Q7 &1, £3], 3iZ
SO Hot flglo=HE otNs B HE = %!: ANtE ZIEMET Q0|1 QIO

olofl cha ZREZS FEHE DHOl2t= JHAS HAEICE 0j0] L2l E2 D, DID 2, Ho]e
S, NFT 2% 5 &5 S2R01 A0A ALBSHT YU hEo] 7552 DY 7|5t AltE ZHEHE
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